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The Scope of
Today’s Discussion
An organization may use multiple
processes and tools used to manage
a cyber incident.
For today’s discussion, I will be taking
a simplistic view of network security,
really concentrating on Firewalls and
basic tools such as anti-virus
software.

What is a “Data Breach”?
Data breaches are becoming increasingly common, yet many people do not
know exactly what defines a data breach?

A data breach is any cyber incident in which the privacy of a
data system has been compromised, causing an individual or
organization to no longer have control over their data.
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How is a
computer
compromised?
Computers are compromised through the use of
“Malware”
Malware (malicious software) = any program or file
that is harmful to a computer user.
• Four Examples:
• Computer Virus
• Worm
• Trojan Horse
• Spyware
• Many attacks use combinations of malware

Example #1 “Your Computer is Infected
This attack is initiated by injecting a virus into your system.

The virus replaces parts of selected executables so that when the
executable is run, a warning is displayed
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Example #2: Ransomware
Ransomware involves malware to encrypt the victim’s data to
perpetually block access to the data unless a ransom is paid.

How a Firewall Protects your Network
A “stateful” firewall prohibits data from untrusted networks unless a request
was made for this data from within the trusted network

“Stateful” Firewall

Secure “Trusted” Network
(Good Guys)

Public Internet
(Bad Guys)

Public Internet
(www.Microsoft.com)

In this example, a request is made from within the trusted network to a
website (www.microsoft.com). The request is sent through the firewall and
routed to the correct website (green line).
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How a Firewall Protects your Network
When the Microsoft site responds, the firewall matches the incoming data with
the outgoing request, and allows the data to enter the trusted network
(blue line).
“Stateful” Firewall

Public Internet
(Bad Guys)

Public Internet
(www.Microsoft.com)

Secure “Trusted” Network
(Good Guys)

How a Firewall Protects your Network
We also see the public internet bad guys trying to gain entrance into the
trusted network through the firewall.

“Stateful” Firewall

Secure “Trusted” Network
(Good Guys)

Public Internet
(Bad Guys)

Public Internet
(www.Microsoft.com)

Since there were no matching requests from inside the trusted
network, the firewall prohibits this traffic.
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Think Like A Bad Guy
How can I get the trusted network to
send requests to my bad guy site?

• Email
• Phish
• Spear-Phish
• Whale-Phish
• Click on me
• Social Engineering

• Entice someone to click on a
• compromised website
• Whack-A-Mole (early internet)
• Other sites

• Supply Chain Hack (different type of attack)
• SolarWinds (2020)
• Microsoft Exchange (on-premise)) (2021)

Now That The
Bad Guy Is In…

6

3/22/2021

Now That The
Bad Guy Is In…

• Attack: Phishing
• Step 1: Begin exfiltrating data useful
to the bad guy
• Step 2: Monetize the hack:

• Make Direct Deposit changes for
each employee
• Send all Direct Deposits to an
independent “Green Dot” card
• Send the Green Dot cards to their
handler

Now That The Bad Guy Is In…
• Phishing Attack: Results
• The day after payday, employee complaints
noting their direct deposits were missing.
• Over $200,000 was spent reimbursing
employees
• Over $50,000 for forensics to ensure no
“sleeper” code had been introduced to the
network.
• Provide 2 years free credit monitoring for
each employee
• Every account password change
• Monitor dark web to determine if account
numbers or other PII was being promoted
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Now That The Bad Guy Is In…

Traditional Attack Surfaces
Traditional Attack Surfaces were pretty simple. An organization uses perimeter
security to ensure only authorized access is allowed.
The four main vectors of attack were:
Firewalls
VPNs
Email
SneakerNet

Email

VPN

Firewall

Internet

Attack Surface

Business Networks
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2020 Attack Surfaces

AWS
Azure

Vendor 1
Vendor 2
Vendor 3
Vendor 4
Vendor 5
Vendor 6
Vendor 7
Vendor 8

Internet

SalesForce

Shadow
ShadowITIT

3rd Party Vendors

Email

VPN

Firewall

Splunk

As we can see, in 2021, our Attack Surfaces have increased with the addition
of Cloud, Vendors and even Shadow IT. We moved from a few attack surfaces
to about 18 attack surfaces. But we forgot about one more 2020 change…

2021 Attack Surfaces (Pandemic)

AWS
Vendor 1
Vendor 2
Vendor 3
Vendor 4
Vendor 5
Vendor 6
Vendor 7
Vendor 8

Internet

Azure
SalesForce

Shadow
ShadowITIT

3rd Party Vendors

Email

VPN

Firewall

Splunk

With our “Work from Home” associates,
we increase our attack surfaces form 18 to “hundreds”.
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What are the
numbers?
• 92% of malware is delivered by
email. (CSO Online)
• 43% of breach victims were small
and medium businesses. (Verizon)
• Supply chain attacks are up 78% in
2019. (Symantec)
• 69% of organizations don’t believe
the threats they’re seeing can be
blocked by their anti-virus software.
(Ponemon Institute)
• The average cost of a ransomware
attack on businesses is $133,000.
(SafeAtLast)

How Do We Protect
Ourselves?
We need to determine what we have that
would merit an attack / what are your
organization’s greatest assets?
• People
• Data that can be used / sold
• Critical Business Information
• Embarrassing or compromising
emails
• Personally Identifiable Information
(PII)
• Personal Health Information (PHI)
• Business Cash Accounts
• Access to accounts / payables
• Access to other networks
• Employee Information
• Direct Deposit Changes
• Access to their home computers
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How Do We
Protect
Ourselves?
• Firewall
• Antivirus Software
• Email Security Management
System
• Other network security processes
What is the best way to protect
yourself from cybercriminals?

Awareness Training
• 92% of Malware is delivered via
email

How Do We
Protect
Ourselves?

• According to Intel, 97% of users
cannot identify a sophisticated
phishing email. (Intel Security
Quiz)
• Proactive training significantly
helps users learn how to
recognize and avoid cyberattacks
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One Last
Thing…

They got hacked

The bad guys were able to get past the
SolarWinds security

One Last
Thing…
SolarWinds

The bad guys were able to insert code into
the SolarWinds patch system
When a SolarWinds patch was sent out, the
patch included secret code that provided
access to the bad guys.
The bad guys now had access to any
organization that used the SolarWinds
product.
The bad guys used this access to enter into
thousands of businesses, i.e. going so far as
to modify Microsoft source code!
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How do we better protect our systems from Supply Chain Attacks?
Stay Tuned, we’re still figuring that out.

In summary:
1. Malware and Cyber
Attacks are increasing
2. Monetization of these
crimes has raised the bar
3. New threats are upon us
every day (i.e. supply
chain attacks)
4. The best way to reduce
this threat is through
awareness training

13

3/22/2021

I hope you have enjoyed
our discussion today
If you have questions, I will try my best
to provide answers…
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